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1. OBLUNME YKASAHUA

1.1 dopmynsap Ha wusgenne CpeacTBo Kpuntorpaduyeckon 3awWuTbl MHGOpMaUum
"Kpuntolpo CSP", CK3MN XTHAK.00050-03, saBnsieTcs AOKYMEHTOM, YAOCTOBEPSIOLWMM
rapaHTMpOBaHHblE M3rOTOBUTENIEM OCHOBHble Xapaktepuctnkm CK3U, onpenensiowmm KOMMIEKT
NOCTaBKW, OTpa)kawlWMM CBeAEHMS O MPOU3BOAMMbBIX W3MEHEHUSIX B KOMIMJIEKTE MOCTaBKU WU
Apyrve AaHHble 3a BeCb Nepuoa aKkcnayataumu.

1.2 2kcnnyatauma CK3UN  XKTAW.00050-03 pomkHa NpoBOAUTBCS B COOTBETCTBMU  C
3KCMJlyaTauMOHHON AOKYMEeHTauunen, npeaycMoTpeHHon HactosawmMm @dopMynsipoM, M B
cooTBeTCcTBUM C pasgenom V "lMonoxeHus o pa3paboTke, NpOM3BOACTBE, peanmsaumn wu
aKcnlyaTaumm  wundpoBanbHbix  (Kpuntorpaduyeckmx) CpeactB  3awunTbl  MHAOpMaUMn
(MonoxxeHne-2005)".

1.3 MNopsaok obecneveHuss nHDopMaLMOHHOM 6e30nacHOCTM NMpu mncnonb3oBaHum CK3U
XKTAN.00050-03 onpeaensieTcs pyKoOBOAUTENEM 3KCMJyaTUPYIOLWEN oOpraHmM3aumnmM Ha OCHOBe
TpeboBaHumn no  OpraHU3auMoOHHO-TEXHUYECKNM MepaM  3alUuThbl, N3NOXEHHbIM B
3KCnJyaTaunoHHOW AoKyMeHTaumn Ha CK3WN.

1.4 Mpwn skcnnyataumn CK3U XTAN.00050-03 goskHbI MCronb3oBaTbCs cepTudmKaThbl
OTKPbITbIX K/tOUel, BbiMylleHHble YA0CTOBEPSAOWMM LEHTPOM, CEPTUDULMNPOBAHHBIM MO KNaccy
3allMTbl HE HUXE KJlacca 3awnTbl ucnonbsyemoro CK3N.

1.5 TMpwu BcTpamBaHmnm CK3U XTSN.00050-03 B npuknagHble cucteMbl Heob6xoAMMO Mo
TexHM4yecKkoMy 3adaHuo, corfiacoBaHHoMy ¢ 8 LUeHtpom O®OCB Poccun, NpoBOAUTb OLIEHKY
BNMSAHUA cpeabl dyHKuMoHnpoBaHua CK3W Ha BbiNosiHeHWe npeabsBrieHHbiX K CK3U
TpeboBaHUW B cy4dasnx:

- ecnu uHdopMauus KoHduAeHUManbHOro Xxapakrtepa, obpabaTtbiBaemas CK3U,
NoANEXMWT 3alunTe B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuinckon depepaumu;

- MpW  oOpraHM3aunuM  3aWwuTbl  WMHPOPMaUMM  KOHMDMAEHUMANbHOro  XapakTepa,
obpabaTtbiBaemonn CK3W, B denepanbHbiX oOpraHax WCMOJHUTENbLHOM BflacTU, oOpraHax
NCMONHUTENbHOM BnacTu cybbekToB Poccuinckon degepaunn;

- Npu opraHusaumu kpuntorpaduyeckon 3sawmTbl MHPOPMaLUKN KOHPUAEHUMANBHOIO
xapakTtepa, obpabaTtbiBaemon CK3W, B opraHusauusax HE3aBUCUMO OT MX OpraHuU3aLlMOHHO-
npasoBor ¢opMbl M (OpMbl COHBCTBEHHOCTM MNpPWU BbLIMOJIHEHUM MMM 3aKA30B Ha MNOCTaBKYy
TOBapOB, BbINOJIHEHWE PabOT MM OKa3aHue yCnyr Ans rocyAapCTBEHHbIX HYXA.

B ocTanbHbIX Cny4YasiX peKoMeHAyeTCs MpPOBOAUTb YCTAaHOB/IEHHbIM MOPSAKOM MpPOBEPKY
KoppekTHOoCTn BcCTpamBaHma CK3WN XTAM.00050-03 B npuknagHble CUCTEMbl C UENbl OLEHKU
060CHOBAHHOCTM M AOCTAaTOUYHOCTU Mep, MPUHATLIX ANS 3alWnTbl MHGOpMauun, obpabaTbiBaeMoii
CK3W.

MNpoBeaeHne OLEHKU BAUSAHUS NPUNTOXEHWUIA, BXOASLWMX B COCTaB ONepaLMOHHbIX CUCTEM,
He TpebyeTcs.

1.6 CK3M XTAWN.00050-03 cootBetcTByeT "TpeboBaHmaM K cpencTBaM 3S1EKTPOHHOWM
noanucu" (Mpukas ®CB PO ot 27 gekabpsa 2011 r. N 796) npu UCNONb30BaHUU:

- B CUCTEMax C aBTOMATUYECKMM co3daHMeM W (MnM) aBTOMATMYECKOM MNpPOBEPKOM
3N1IEKTPOHHON NOANMUCH;
- ucnonHeHus 3 - B coctaBe MNMAK "Kpuntolpo YL" v. 1.5 ()KTAK.00067-02, ucnonHeHue 2).

1.7 ®opmynap BXoAUT B KoMnnaekT noctaBkn CK3N XTAU.00050-03 wn ponxeH
MOCTOSSHHO XpaHWUTbCA B opraHe (noapasaeneHun), OTBETCTBEHHOM 3a akcnnyaTauymio CK3U.

1.8 Bce 3anucu, BHOCUMble B dopMynap, AO/MKHbI ObiTb 3aBepeHbl  fnuamu,
OTBETCTBEHHbIMWN 3a 3KcnyaTaumio CK3U.
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2. TPEBOBAHNA K SKCIIJTYATALUNN CK3U

Mpwu akcnnyaTauumn CK3U XTAN.00050-03 aommkHbI BbINOSHATLCA ClieaytoLlume TpeboBaHns:

1.

Cpeactsamn CK3 HE OOMNYCKAETCA ob6pabaTtbiBaTb MHMOPMaLMIO, coaepallyto
CBefeHMnsl, COCTaBSOWME roCyAapCTBEHHYIO TalHY.

AOOMNYCKAETCSA ncnonb3oBaHne CK3U gnsa kpuntorpaduyeckon 3awmTbl NepPCOHanbHbIX
OAHHbIX.

KntoueBas nHdbopMaLma aBnseTcs KOHPUAEHUNANbHOM.

Cpok pencteus kntoda nposepku Ol- He 6onee 15 net nocne OKOHYaHUS CpPoOKa AENCTBUS
COOTBETCTBYIOLWeEro knaw4a JI1.

BHewHss ramMMa, uWcnosb3yemas Aansa WHULMANM3auumM COCTOsitHUS nporpaMMmHoro [CH,
ABNSeTCA KOH(PUAECHUMNANIbHOMN.

CK31 JOJIKHO MCMNOJ/Ib30BaThCA co cpeacTesamum QHTMBUPYCHOW 3aluThI,
ceptudpuumposaHHbiMn ®CB Poccun. Knacc aHTUMBMPYCHbIX CPeACTB 3alumMTbl onpepensercs
ycnoBuaMu skcnnyataumm CK3W B aBTOMaTM3MpOBaHHbIX cucTeMax. B nepuoa oTcytcTBus
ceptuduumpoBaHHbix ®CB Poccnn aHTUBUPYCHBLIX CPpeacTB AN OnepauuMoHHOW cucTeMbl i0S
ponyckaetcs ucnonb3oBaHne CK3W Ha paboTtawowmx non ynpasneHWeEM OnepaumoHHOMN
cucteMbl i0OS ycTponcTBax 6e3 aHTUBUMPYCHbIX CPeAcCcTB, NpU YCNOBUWU 3arpy3ku nMpuioXeHUin
Ha yCTpOWCTBO, Ha KOTOPOM mncrnonb3dyetcsd CK3U, Tonbko wTaTHbIM 06pa3oMm.

PasmeweHne CK3WM B nomMeweHnax, B KOTOPbIX ocyllecTBnserca obpaboTtka uHdopmauum,
cojepxalleil cBeAeHWs, COCTaBAAlWME rOCyAapCTBEHHYKD TalHy, OCYLLEeCTBASETCA
YCTaHOBNEHHbIM MOPAAKOM.

Mpu akcnayaTtauum CK3U XTAN.00050-03 HeobxoanMo pykosoacTBoBaTbcs MK3-2005.

Mpu 3kcnnyataumm CK3U XTAM.00050-03 Heob6x0AMMO BbIMOSHEHWE AENCTBYHOLWNX B
Poccuitickonn ®depepaunn TpeboBaHMit Mo 3awmTe MHGOPMaAUMK OT YTEYKM MO TEXHUYECKUM
KaHanam, B TOM uMcne, no KkaHany ceasun (Hanpumep, CTP-K).

MHcTannauma CK3UM Ha paboumx MecTax AO/IKHA NMPoOM3BOAUTBLCS TOSIbKO C AMCTpuMbYTMBa,
MOJTIYYEHHOrO N0 AOBEPEHHOMY KaHany.
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3. ObWWMNE CBEAEHNA N OCHOBHbIE TEXHUWYECKWE OAHHbLIE

3.1 CK3M XTHAW.00050-03 npepHasHayeHO ANa  3aWwMTbl OTKPbITOM MHGOpMauum B
MHPOPMALMOHHBIX cUcTeMax obulilero nosib3oBaHUs (BblYUCNIEHME/NPOBEPKA 3/IEKTPOHHOM
uncdpoBoi NoannUcK) M 3almTbl KOHMOUAEHUNANBHOW UHGpOPMaLNK, HE COAEpPXKALLEN CBEAEHUN,
COCTaB/IAOLWNX FOCYAApPCTBEHHYID TaWHy, B KOpPMOpaTMBHbIX WMHMOOPMALUMOHHbIX CUCTEMAX C
BbINOSIHEHNEM (PYHKLUNIA:

- 3allMueHHOoE XpaHEHME NOoNb30BaTE/IbCKUX KN4Yern B K/HOYEBOM KOHTeﬁHepe C
Mcnonb3oBaHNeEM LIJMCprBaHMH, MMNTO3ALWNTbI U aYTeHTMCbMKaLI,MM AocTtyna,

- wudpoBaHue, BbIYUCIEHME MMUTOBCTABKM, X3WKMpPOBaHMe, (popMupoBaHMe/npoBepka
3/1IEKTPOHHOW MOAMUCK AaHHbIX B 06/1acTax NamMsaTu;

- (dopMMpoBaHME CECCUOHHbIX KoYen M knw4der obmeHa, MX MMNOPT/3KCNOpT M3/B
KJ1l0YEBOV KOHTENHEp;

- unaeHTudmkKauusa, ayteHTudukaumns, wmdposaHme n MMnTosawmnTta TLS-coeanHeHun;
- ayTeHTuduKaumsa B foMeHe Windows ¢ ucnosnb3osaHnem Kpuntollpo Winlogon;

- 3awwuTta IP-coeamHeHnin ¢ mcnonbloBaHmeMm npotokonoB Kpuntolpo IKE, Kpuntollpo
ESP;

- XpaHeHue KOoHduaeHumanbHOM wHMOpMaLMM C UCNONb30OBaHMEM WuUdpyoLwen
dannoson cucrtembl Kpuntollpo EFS.

3.2 CK3M XTAN.00050-03 dhyHKUMOHMPYET B NpOrpaMMHO-annapaTtHbIX cpeaax:

=  Windows 2000 (ia32);
=  Windows 2003/Vista/2008/7/2008R2/8/2012 (ia32, ia64, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpamMmHo-annapaTHble cpeabl,
yaosnetsopsaouwme ctaHgapTty LSB 4.x:

CentOS 5/6 (ia32, x64)

TA OC AUC ©CCIN Poccum (GosLinux) (x86, x64)

Fedora 16/17 (ia32, x64)

Linpus Lite 1.3 (ia32)

Mandriva Server 5 (ia32, x64)

Oracle Enterprise Linux 5/6 (ia32, x64)

Open SUSE 12 (ia32, x64)

Red Hat Enterprise Linux 5/6 (ia32, x64)

SUSE Linux Enterprise 11 (ia32, x64)

Ubuntu 8.04/10.04/11.04/11.10/12.04 (ia32, x64)
ALT Linux 5/6 (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Debian 6 (ia32, x64);
FreeBSD 7/8/9 (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple i0S 4.2.1-4.2.10/4.3.1-4.3.5/5.0.1/5.1/5.1.1/6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/
/6.1.4/7.0/7.0.1/7.0.2/7.0.3 (ARM);
= Mac OS X 10.6/10.7/10.8 (x64).

MpumedyaHue: TOPAAOK WM CPOKM 3KCMyaTauuW OMepauMoHHbIX CUCTEM, B CpeAe KOTOpbIX
dyHKunoHnpyeT CK3W, onpeaenstoTcs NponM3BoAMTENAMU ONEPALMOHHBIX CUCTEM.

3.3 AnroputM 3awwmndpoBaHus/paclundpoBaHns  AaHHbIX UM BblYMCSIEHWME WMMUTOBCTABKMU
peanunsoBaH B cooTteBeTctBuM c [OCT 28147-89 "CUCTEMbl OBPABOTKM WHO®OPMALNN.
SAWLNTA KPUMTOTPAOUYHECKAA".

3.4 AnroputMm dopMmumpoBaHus n nposepkn LM peannsosaH B cooTBeTcTBMM ¢ TOCT P
34.10-2001. "MHOOPMALMOHHAA TEXHONOIm4. KPUMTOIPAGUNYECKAA SAWMNTA
MHOOPMALIMN. TPOLECCbI ®OPMUPOBAHUNA W TMPOBEPKW 3JIEKTPOHHOU LN®POBOU
noanncm".

3.5 Anroput™M BblpaboTkM 3HadeHus x3w-dyHKUMW peanus3oBaH B COOTBETCTBUU C
FOCT P 34.11-94 "MHOOPMALUMOHHASA TEXHONOIMA. KPUMNTOIMPAGUYECKASA  3SALLNTA
NHOOPMALUNWN. ©OYHKLNA X3SLWNPOBAHNA".
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3.6 CeteBas ayTeHTUduUKaumsa peanm3oBaHa Ha 6ase npotokona TLS v.1.0 (RFC 2246) c
ncnonb3oBaHuem anroputmos n.n. 3.3 -3.5.

3.7 KnioueBasa cucrtema CK3UN XTAN.00050-03 obecneumBaeT BO3MOXHOCTb MapHO-
BblIOOpOYHON CBSA3M aboHeHTOB ceTu (N0 Tuny "KaxAabih C KaXxAbiM") C MCNOSb30BaHMEM ANns
Kaxaonm napbl abOHEHTOB YHMKaNbHbIX KAKOYEN, CO34aBaeMblX Ha OCHOBE MpUMHUMMNA OTKPbITOrO
pacrnpeaenenmns Kaouen.

3.8 ®opMupoBaHue 3aKpbITbIX Kno4yen npon3BoanNTCA Ha TUMDbI HOoCuTenen:

Hocutenn/0C Windows Windows Windows Linux FreeBSD Solaris AIX Mac | Apple
IA32 x64 IA64 0S X ios
rMA 3,5”, USB ancku + + + + + + - + -
eToken, Jacarta + + - + - - - - +
CmapTtkapTtbl PUK + - - + - - - - -
CmapTkapTta YoK + + - + - - -
CmapTtkapTbl Ockap, + + - + - - -
Maructpa
Rutoken + + - + - - - - +
ESMART Token + + - + - - - + -
CmapTkapTbl Athena + + - - - - - - -
IDProtect, INPASPOT, Cha
cardOS, Cha JCOP, MPCOS-
Gemalto
Pazpen HDD M2BM + + + + + + + + +
(B Windows -peecTp)
NaeHtndurkaTtopsl Touch- + - - - - - - - -
Memory DS1995, DS1996

Mpumevanmna 1. [JonyckaeTcs XpaHeHue 3akpbiTbiX katoden Ha HDD M3BM (B peectpe OC Windows, B pasgene HDD
npu pabote noa ynpasneHvem apyrux OC) npu ycnosum pacrnpocTpaHeHus Ha HDD wnm Ha N3BM c
HDD TpeboBaHuii No obpalleHmio C KINOYEBbIMU HOCUTENAMMN.

2. Bce BbllenepeyncneHHble HOCUTENU AOKHbI MCMOMb30BATbCA TOMbKO KaK XPaHWMULLE K/4YeBOMn
nHdopmauum.

3. Ucnonb3oBaHue HocuTenen Apyrmx TMNOB - TOJSIbKO MO cornacosaHuto ¢ ®CB Poccun.

3.9 ®opMMpoBaHME  3aKpbITbIX  KJOYen NnpouMsBOAMTCA C  WCMNOJIb30BaHWEM
cnenyowmx TUMOB CUNTbIBATENEN:

CuntbiBaTtenn/0C Windows | Windows | Windows Linux FreeBSD Solaris AIX | Mac | Apple
IA32 x64 IA64 0S X ios

Ounckoson/USB anckoson + + + + + + - + -

PS/SC coBmecTuMbIl + + + + - + - - +

CUHUTbIBATENb CMapT-KapT

MAK 3awmntbl oT HCA + - - - - - - - -
"Cobonb" YBAS1.00300-58-01TY;

MAK 3awmntbl oT HCA + - - - - - - - -
"Akkopa-AMA3",
4012-006-11443195-2005 TY.

YCTpONCTBO UTEHUS TabneTok + - - - - - - - -
Touch-Memory Dallas:
DS9097E, DS9097U, DS1410E

Pazpen, peectp HDD M3BM + + + + + + + + -

YctpoicTteo Apple iOS - - - - - - - - +
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3.10 dopMupoBaHue cryvariHolM nocienoBaTe/IbHOCTM NPOU3BOANTCS
C ncnonb3oBaHmeM cneayrwowmx tunos ACH:

Ac4/0C

Windows
IA32

Windows
x64

Windows
IA64

Linux

FreeBSD

Solaris

AIX

Mac
0s X

Apple
ios

Buonornyecknin ACH

+

+

+

+

dusnyecknin ACH B cocTtaBe
MAK 3awmntbl oT HCA
"Cobonb" YBA/.00300-58-01 TY
nnn

RU.40308570.501410.001 NncC

+

®dusmnyeckmin ACY B cocTtase
MAK 3awmTtbl oT HCA
"Akkopa-AMA3",
4012-006-11443195-2005 TY

dusnyecknin AICH B coctaBe
MAK 3awmntbl oT HCA
ANMAas-y,
KPUMNTOH-3AMOK/Y, M-5366
KBOX.468243.067 TY

BHewHsasa ramma

+

+

+

+

+

+

+

+

MpumMeuaHme: Nicnonb3oBaHue Apyrx ceptndumumpoBaHHbiX TMNnos ACYH - Tonbko no cornacosaHuto ¢ ®Cb Poccum.

3.11 CK3U XTAN.00050-03 nocrtaBnseTcsa B NSATU UCMOSTHEHUAX, OTNINYAKOLWMNXCS
K/1aCCoM 3alunTbl M NpenocTaBAseMbIMM yCiyramm no 3awute nHhopmaumm.
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4, KOMIMJIEKTHOCTb

KoMmnnekrauma mcnosHeuusn 1

HavnMmeHoBaHue

0O603HaueHue

KpunTtolpo CSP. Ba3oBble moaynu.

XTAM.00050-03 99 01

Kpuntolpo CSP. OnucaHune peanusaumu.

XTAKM.00050-03 90 01

KpunTtolpo CSP. PykoBoacTBo agMuMHUCTpaTopa 6e3onacHocTtn. Ob6was yacTb.

XTAM.00050-03 90 02

Kpuntolpo CSP. PykoBoacTBo aaMmnHUCTpaTtopa 6e3onacHocTy.
Mcnonb3osaHne CK3W noa ynpasnenHnem OC Windows .

XTAKM.00050-03 90 02-08

Kpuntolpo CSP. PykoBoacTBO agMUHUCTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHne CK3U noa ynpasneHnem OC Linux.

XTAKN.00050-03 90 02-02

KpunTtolpo CSP. PykoBoacTBo aaMmnHUcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHne CK3U noa ynpasnenHnem OC FreeBSD.

XTAN.00050-03 90 02-03

Kpuntolpo CSP. PykoBoacTBo aaMmMHUCTpaTopa 6e30onacHocCTy.
Mcnonb3oBaHne CK3WM nog ynpasnenmnem OC Solaris.

XTAKN.00050-03 90 02-04

KpunTtolpo CSP. PykoBoacTBo aaMmnHuUcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHme CK3W nog ynpasneHnem OC AIX.

XTAN.00050-03 90 02-05

KpunTtolpo CSP. PykoBoacTBo aaMmnHuUcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHue CK3U noa ynpasneHmem OC Mac OS X

XTAKN.00050-03 90 02-06

Kpuntolpo CSP. PykoBoacTBo aaMunHuMcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHue CK3U noa ynpaenenmem OC iOS

XTAM.00050-03 90 02-07

KpunTolpo CSP. UHcTpykums no ucnons3osaHunio CK3W nog ynpasneHvem OC
Windows.

XT5K1.00050-03 90 03

KpunTtolpo CSP. NHcTpykums no ucnons3osaHuio CK3M noa ynpasneHuem OC iOS

XTAM.00050-03 90 03-01

Kpuntolpo CSP. PykoBoacTBO nNporpaMMmumcTa.

XTAM.00050-03 90 05

KpunTtolpo EFS. ®opmynsp.

XT4AM.00051-01 30 02

CK3U Kpuntolpo CSP v.3.6.1. ®opmynsap.

XTAM.00050-03 30 01

Ceptudumkat CK3U (konus).

KoMnnekrtaumsa mcnosiHeHus 2

HavnmMmeHoBaHue

O603HauyeHune

KpunTtolpo CSP. BazoBbie moaynu.

XTAM.00050-03 99 01

Cpe,U,CTBO 3aWnTbl OT HECAHKUMOHUPOBAHHOIoO A0CTyna

CwM. MNpumMeyaHme n. 2

Kpuntolpo CSP. OnucaHune peanusaumu.

XTAM.00050-03 90 01

KpunTtolpo CSP. PykoBoacTBo aaMunHucTpatopa 6e3onacHoctv. Obwas yacTb.

XT5K1.00050-03 90 02

KpunTtolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Ncnonb3osaHne CK3W nog ynpasneHnem OC Windows .

XTAKM.00050-03 90 02-08

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHue CK3U noa ynpasneHmem OC Linux.

XTAKN.00050-03 90 02-02

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Mcnonb3osaHne CK3W nog ynpasnednem OC FreeBSD.

XT51.00050-03 90 02-03

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Ucnonb3oBaHne CK3WM noa ynpasnennem OC Solaris.

XTAKN.00050-03 90 02-04

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Mcnonb3osaHne CK3W nog ynpasnednem OC AIX.

XT5K1.00050-03 90 02-05

Kpuntolpo CSP. UHcTpykums no ucnons3osaHuno CK3W nog ynpasneHvem OC
Windows.

XT5K1.00050-03 90 03

Kpuntolpo CSP. APM BblpaboTKM BHELUHEN raMMbl

XT5K1.00050-03 90 04
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HavnMmeHoBaHue

0O603HaueHue

Kpuntolpo CSP. PykoBoacTBO nNporpaMMmumcTa.

XTAM.00050-03 90 05

Kpuntolpo EFS. ®opmynsp.

XT4AM.00051-01 30 02

CK3WU KpunTolpo CSP v.3.6.1. ®opmynsap.

XTAM.00050-03 30 01

Ceptudukat CK3U (konus).

Komnnekrauma mcnosHeHumna 3

HanMmeHoBaHue

O603HauyeHue

Kpuntolpo CSP. ba3oBblie Moayun.

XTAK1.00050-03 99 01

CpeAcTBo 3aWmThl OT HECAHKLMOHNPOBAHHOIo AOCTyNa

CM. MNMpumeyaHue n. 2

CK3W Kpuntolpo CSP v.3.6.1. OnucaHue peanunsaunu

XTAK1.00050-03 90 01

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpatopa 6e3onacHoctv. Obwas yacTb.

XT5K1.00050-03 90 02

Kpuntolpo CSP. PykoBoacTBo aaMmMHUCTpaTopa 6e3onacHoCcTy.
Wcnonb3oBaHne CK3W noa ynpasneHnem OC Windows .

XTAK1.00050-03 90 02-08.

Kpuntolpo CSP. PykoBoacTBo aaMmnHUcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHue CK3W knacca 3awuntbl KC3 nog ynpaeneHvem OC Windows .

XTAM.00050-03 90 02-01.

CK3W Kpuntolpo CSP v.3.6.1. UHCTpYKUMS MO UCMONb30BaHUIO Mo
ynpasneHmeM OC Windows.

XT5K1.00050-03 90 03

Kpuntolpo CSP. PykoBoacTBO nNporpaMMmumcTa.

XTAKM.00050-03 90 05

KpunTtolpo CSP. APM BbIpaboTKM BHELUHEN raMMbl

XTAM.00050-03 90 04

Kpuntolpo EFS. ®opmynsp.

XT4AM.00051-01 30 02

CK3U Kpuntolpo CSP v.3.6.1. ®opmynsap.

XTAM.00050-03 30 01

Secure Pack Rus Bepcus 3.0.

EAPM.5090005.032-01

Secure Pack Rus Bepcusa 3.0. ®opmynsp.

EAPM.5090005.032-01 30 01

Ceptudumkat CK3U (konus).

KoMmnnekraumsa mcnosHeuuvsa 4

HanmeHoBaHue

0O603HauyeHue

Kpuntolpo CSP. Basosbie moaynu.

XTAKM.00050-03 99 01

CpeacTBo 3aWmThl OT HECAHKLMOHMPOBAHHOIo AOCTyNa

CM. MNpumMeyaHue n. 2

Kpuntolpo CSP. OnucaHune peanusaumu.

XTAK1.00050-03 90 01

KpunTtolpo CSP. PykoBoacTBo aaMmnHucTpatopa 6e3onacHocTt. Obwas 4acTb.

XT5AK1.00050-03 90 02

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Ucnonb3oBaHne CK3W noa ynpasneHnem OC Windows .

XTAK1.00050-03 90 02-01.

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHme CK3W knacca 3awmtbl KC3 nog ynpaesnennem OC Windows .

XTAKN.00050-03 90 02-01.

CK3W Kpuntolpo CSP v.3.6.1. UHCTpyKumMa no ncnonb3osaHunto CK3M nog
ynpasneHnem OC Windows.

XT5AK1.00050-03 90 03

KpunTtolpo CSP. APM BbIpaboTKM BHELUHEN raMMbl

XT5K1.00050-03 90 04

KpunTolpo CSP. PykoBoACTBO NporpaMMmcTa.

XTAK1.00050-03 90 05

KpunTollpo IPSec v.1.0. ®opmynsap.

XTAN.00074-01 30 01

KpunTollpo EFS. ®opmynsp.

XT5AK1.00051-01 30 02

Secure Pack Rus Bepcus 3.0.

EAPM.5090005.032-01
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HavnMmeHoBaHue

0O603HaueHue

Secure Pack Rus Bepcusa 3.0. dopmynsp.

EAPM.5090005.032-01 30 01

CK3U KpunTolpo CSP v.3.6.1. ®opmynsap.

XTAM.00050-03 30 01

Ceptudumkat CK3U (konus).

KoMnnekraumsa ncnosiHeHus 5

HavnMmeHoBaHue

0O603HaueHue

Kpuntolpo CSP. Ba3oBblie moaynu.

XTAM.00050-03 99 01

CpeacTBo 3aWwmThl OT HECAHKLMOHMPOBAHHOIO AOCTyNa

CM. MNpumMeyaHme n. 2

CK3W KpunTtolpo CSP v.3.6.1. OnncaHue peanumsaummn

XTAM.00050-03 90 01

Kpuntolpo CSP. PykoBoacTBo aaMunHucTpatopa 6e3onacHoctn. Obwas yacTb.

XTAM.00050-03 90 02

KpunTtolpo CSP. PykoBoacTBo aaMmnHUcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHne CK3W noa ynpasnennem OC Windows .

XTAKM.00050-03 90 02-08

CK3WU Kpuntolpo CSP v.3.6.1. PykoBoACTBO aaMMHUCTpaTopa 6e3omacHoCTU.
Mcnonb3oBaHne CK3W knacca 3awmtbl KC3 nog ynpasnennem OC Windows.

XT5K1.00050-03 90 02-01

CK3WU KpunTolpo CSP v.3.6.1. UHCTpyKumMa no ncrnonb3osaHuio CK3U noa
ynpaeneHvem OC Windows.

XT4AM.00050-03 90 03

Kpuntollpo CSP. PykoBoACTBO NporpaMMucTa.

XTAK1.00050-03 90 05

KpunTollpo EFS. ®opmynsp.

XTAK1.00051-01 30 02

CK3W Kpuntolpo CSP v.3.6.1. ®opmynsp.

XTAK1.00050-03 30 01

C3W Secret Net 6. ®opmynsp.

RU.40308570.501410.006 30

Ceptudukat CK3U (konus).

MpumeyaHus.

cpefax, ykasaHHbIX B M. 3.2.

1. WUcnonHeHune 1 (ypoBeHb 3awmnTbl KC1) pyHKUMOHMPYET B NpOrpaMMHO-annapaTHbIX

NcnonHeHne 2 (ypoBeHb 3awmnTbl KC2) dyHKUMOHMPYIOT B NpOrpaMMHO-annapaTHbIX
cpefax, ykasaHHbIX B M. 3.2, 3a uckntodeHmem Apple iOS (ARM) n Mac OS X (x64).
NcnonHeHne 3 (ypoBeHb 3awmTbl KC3) dyHKUMOHUPYET B NpOrpaMMHo-annapaTHbIX

cpepax:
- OC Windows 2003 (ia32, x64);

- NakeT Secure Pack Rus Bepcumn 3.0.

NcnonHeHne 4 oTnu4yaeTcs OT ucnosiHeHms 3 pgobaBreHueM B popMe MOAy/sS MPOTOKOSa
Kpuntolpo IPSec, no6asneHnem OC Windows 7/2008 R2.

NcnonHeHne 5 (ypoBeHb 3awmTbl KC3) dyHKUMOHMPYET B NpOrpaMMHO-annapaTtHbIX
cpepax:

- OC Windows 2000 (ia32);
- OC Windows 2003 (ia32, x64);
- C3W Secret Net 6 (Bepcus 6.5.333.100).

2. B kauecTBe cpeacTBa 3almTbl OT HECAHKLUMOHUPOBAHHOMO AOCTyNa MCMNOb3yeTcs
MporpaMMHO-annapaTHbIi KOMMAeKC ¢ GU3NYECKUM AAaTYMKOM cyyaliHbix Yncen "Cobonp"
YBAJ1.00300-58-01 TY nnun RU.40308570.501410.001 NC.

AnnapaTHO-NPOrpaMMHbIA MOAYNb AOBEPEHHOW 3arpy3ku yHuBepcanbHbii M-5266
KPUMNTOH-3AMOK/Y KBAX.468243.067 TY

B nporpamMmHo-annapaTHbix cpegax ¢ OC Windows MOXET MCMosib30BaThCs Takxe
MporpamMHo-annapaTtHoe cpeacTtso "Akkopa-AMA3" 4012-006-11443195-2005 TY.

[MocTtaBka - MO COrnacoBaHUIO C NOMb30BaTeNEM.

11



XTS1.00050-03 30 01. Kpuntolpo CSP. ®opmynsip

. KomnnekT gokyMeHTaumn npegHasHayeH agMuMHUCTpaTopaM 6e3onacHoCcTn n paspabotumkam
NMpUKIaAHOro NporpaMMHoOro obecneyeHus, ncnonbaytowero CK3U.

. MporpammHoe obecneyeHne U AOKyMeHTaumMs Ans Bcex ucnonHeHnn CK3M nocrasnsetcs
€ANHbIM ANCTPNOYTMBOM B 351eKTPOHHOM Buae B hopmate PDF (Adobe Acrobat Reader) Ha
CD-ROM, dopmynsp n konus ceptudukaTta, 3asepeHHas OO0 "KPUNTO-MPO", - B
neyaTHOM Buzae.

. Ucnonb3oBaHune BapmnaHTa ucnonHeHns CK3M B KOHKpPETHOWM nporpaMMHo-annapaTHoOM
cpefe orpaHMyMBaeTCs INLEH3NEN.

. Ucnonb3oBaHne moaynen IPSec ocylecTBnsieT 3awmTy MHbopMauum npu BbiXxoae B KaHan
CBSI3M. YKa3aHHble MoAynM MOryT 6bITb UCMOAb30BaHbl TONIbLKO Npu paspaboTtke CK3U B
cooTBeTCcTBMK C MK3-2005.

12
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5. AMMAPATHO-IMPOIrPAMMHOE CPEACTBO 3AWNTBI OT HCA

N3penue "Kpuntollpo CSP", XTAW. 00050-03, BapnaHT UCMNOSIHEHUSA __ YKOMIJIEKTOBAHO
annapaTHO-MporpaMMHbIM  CPeACTBOM  3aWuMThbl  MHGOpMauMm OT HECAHKUMOHMPOBAHHOIO
Aoctyna.

HanmeHoBaHue cpeactea, TY CepuiiHbliA HOMep, AaTa BbiMycka

M.T1. naBHbIn nHxeHep OO0 "KPUMTO-MPO"
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6. CBUOETEJIbCTBO O NMPUEMKE

N3penue "Kpuntolpo CSP", XXTAN.00050-03,

cepuiiHbin N auctpnbyTuBa

HocuUTEenwu:
O CD-ROM wT.

COOTBETCTBYET 3TaJIoHy, XpaHsuwemycas B OO0 "KPUMTO-MPO", M npusHaHO roAHbIM Ans
aKCnJyaTauum.

[ata Bbinycka: " " 20 r.

M.. FnaBHbIN nHXeHep OO0 "KPUATO-MPO"
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7. CBUOETENBCTBO OB YINAKOBKE

N3penue "Kpuntolpo CSP", XXTAN.00050-03,

cepuiiHbin N auctpnbyTuBa

yrnakKoBaHo B
O 6yMaXkHbI1 KOHBEPT
O kopobky
O nnacTUKOBbIA KOHBEPT
O

JaTta ynakoBku: " " 20 r.

YnakoBKYy Npoun3Bers
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8. TAPAHTUN U3TOTOBUTEJTIA (MOCTABLLUUKA)

8.1 Monb3osaTenb an06peTaeT mn3pgenne n HeCeET OTBETCTBEHHOCTb 3a €ro UcCnoJsib30BaHME B
COOTBETCTBUN C peEKOMEHAALUNAMU, USJTOXXEHHbIMAU B 3KCI'IJ'IyaTaLl,MOHHOl71 AOKYyMEHTauunn.

8.2 MMpeanpusiTUe-U3roToBUTENb rapaHTUpyeT paboToCnoCco6HOCTb U3Aennsi B COOTBETCTBUMU C
3a8B/IEHHbIMU XapaKTEPUCTUKAMM.

8.3 B cny4dae BbIIBNEHMA B MNPOrpamMmMHOM obecneyeHunn ,CI,eCDEKTOB, HE CBA3aHHbIX C
HapyweHuneM npaBun 3Kcnayataunn, TPaHCOOPTUPOBaAHUA W XpaHEHUA, U3JENNE NOANEXUT
peknamauunun. lNpeanpusatTne-msroToBUTENb 06;|3yeTc;| no nonyyvyeHmm pexknamMmauun B BO3MOXHO
KOpOTKMVI CPOK YCTpPaHWUTb ,U,ereKTbI CBOMMK CnnaMm n CcpeacrtesaMmn BnJ1IoTb 40 NOCTaBKM HOBOIO
n3aennd, a Takxe npuHATb Mepbl, NCKTIOYalWNMe 3T Ll,e(beKTbI B nocneayrwnx aKsemnaapax
n3aennd.

8.4 [apaHTUiHbLIN CpoK m3gennsa — 12 MmecsiueB C MOMEHTa MOCTaBKU Npu ycnosum cobntogeHms
nosib3oBaTtenem TpeboBaHMI 3KCMyaTauMOHHOMN AOKYMEHTAUUMN Ha U34enme.

MpumeyaHme. TpuM OTCYTCTBMM [AaHHbIX O AaTe MOCTaBKU wM34enusl rapaHTURHbIA CpOK
oTCUMTbIBaeTCa OT AaTbl €ro BbiMyCKa, YKas3aHHOW B pasgene 6
"CBnaetenbCcTBo 0 npuemke"

8.5 [aHHble 0 nocTaBke (NpoAaxe) U3nenuns:

(HauMeHoBaHWe opraHusaumu-nocTaswmka (Npoaasua) nlgenms)

n n

[aTa nocraBku:

M.T.

(noanwucsb)
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9. CBEAEHWNA O PEKJTAMALUNAX

9.1 Peknamauum, CBA3adHHbIE C 3KcnnyaTaumel71 n3anenud, OOJIKHbI HanpaBnATbCA
npeanpunaTnio-m3rotoBnuTeNo B NMCbMEHHOM BUAE NO agpecy:

127018 r. MockBa, a/sa KPUMTO-IMPO.
9.2 Cpok paccMoTpeHust peknamaumm — 1 (0AMH) Mecsy Co AHS NOAYYEHUS peknamauuu.

9.3 lpn HECOOTBETCTBUM MOCTAB/ISIEMOr0 W3AeNMsl, €ro Tapbl, YMakKoOBKW, KOHCepBauuW,
MapKMPOBKM U KOMMJIEKTHOCTM TpeboBaHMSAM COMPOBOAMTENbHON OKYMEHTALUWM, NoSib30BaTeNb
06A3aH HanpaBuTb peKlamMauuio npearnpuUaTUIO-U3roTOBUTEND B TedeHun 60 AHEl co AHSA
NoCTaBKW U3AENUS.

9.4 [lpeanpuaTne-nsroToBuTeb MNPUHUMAET peksamauunto, ecam He YCTaHOBJ/IeHa BMHA
nony4daTtens B BO3HWKHOBEHUN AedeKkTa B usgenmu.

9.5 CseneHus o peknamaumnax dukcnpyroTcsa B Tabnuue 1.

Ta6bnuua 1
DaTa CoaepaHue peknaMaumm Mepbl, NpUHATbIE Moanuck
no peknamaumm OTBETCTBEHHOIO
nvua
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10. CBEAEHNA O XPAHEHWW

[laTa ycTaHOBKM Ha
XpaHeHue

[aTa cHATuA ¢
XpaHeHus

YcnoBusa xpaHeHus

[onxXkHoCTb, pamunns
M NOANWUCH OTB. NMua
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11. CBEAEHWA O 3AKPEMNEHNN U3OENTNA TTPU SKCINAYATALUNN

JonKHOCTb
OTBETCTBEHHOIO
nvua

damunnna
OTBETCTBEHHOIO
nmua

Homep un pata
npukasa o
HasHayeHun

Homep v pata
npvkasa o6
ocBoboxaeHnn

Moanuce
OTBETCTBEHHOIo
nmua
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LOMMKHOCTD, Moanucb nuua,
aMuUIna m OTBETCTBEHHOr0
N° OcHoBaHue (Bx. N2 [aTta CoaepxaHue naMeHeHus nocgnMCb ua 33
n/n | COMPOBOAWTENbHON | NPOBEAEHMA OTBETCTBEHHOTO 3KCMayaTaLumio
0 AOKYMEeHTa U M3MeHeHus 33 M3MeHeHUs nsgenus
aaTta)

20




XXTAKN.00050-03 30 01. Kpuntolpo CSP. ®opmynsip

13. OCOBbIE OTMETKW
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